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Abstract 

This document aims at providing key guidelines for applying in practice the THOR 
(Technological Human Organisational Regulatory dimensions) template. Following the 
scenario-building processes by the four Thematic Communities of Practitioners (TCPs) in 
the first months of MEDEA, this report presents an adjusted and integrated ‘value-chain’ 
of the MEDEA scenario-building process. This entails calibrating the draft threat scenarios 
in order to become fit-for-purpose to perform a THOR analysis, engaging external 
practitioners, besides those within the MEDEA consortium, and last but not least, the 
pathway that leads from the THOR analysis towards a grounded prioritization of 
operational and functional requirements / capability gaps for the Mediterranean Security 
Research and Innovation Agenda (MSRIA). 
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Executive summary 

This document aims at providing key guidelines for applying in practice the THOR 
(Technological Human Organisational Regulatory dimensions) template. Following the 
scenario-building exercises by the four Thematic Communities of Practitioners (TCPs) in the 
first months of MEDEA, this report presents an adjusted and integrated ‘value-chain’ of the 
MEDEA capability gap identification and prioritisation processes utilising the scenario 
development and elicitation process.  This entails analysing the TCPs threat scenarios in order 
to facilitate and support the THOR analysis, engaging external practitioners, besides those 
within the MEDEA consortium, and last but not least, the pathway that leads from the THOR 
analysis towards a grounded prioritization of operational and functional requirements / 
capability gaps for the Mediterranean Security Research and Innovation Agenda (MSRIA). 

These guidelines are the result of the still ongoing trial-and-error accelerated round of 
scenario-drafting in the four MEDEA TCPs. The MEDEA scenario driven methodology presented 
here, along with the implementation steps, need to be adaptable to each scenario, so not all 
capability related attributes will necessarily apply, or have the same weight, or show the same 
urgency for action. It will be, instead, up to the respective TCPs during the scenario-building 
sessions to prioritize and flag issues for further elaboration in the Mediterranean Security 
Research and Innovation Agenda. Last but not least, this methodology serves the parallel 
purpose of engaging and expanding the MEDEA networks of practitioners in all four TCPs by 
inviting additional external organisations, individual experts from Mediterranean and Black 
Sea authorities, as well as representatives from other ongoing Horizon 2020 security 
practitioners networks to join the MEDEA scenario-building processes. 

The present report will inform the activities of tasks 2.2, 3.2, 4.2, and 5.2 that are set to deliver 
the elaborations and analyses of scenarios in the four TCPs respectively along the THOR 
categories. Vice versa, the results of the THOR analyses will serve as basis for the formulation 
of capability gaps and R&D recommendations, to be accommodated under the task 6.4, the 
annual editions of the Mediterranean Security Research & Innovation Agenda (MSRIA). In this 
context, the Technology Observatory (task 6.6) will play a crucial role in advancing existing 
taxonomies to fit requirements for technologies, systems and components needed in the 
technological dimension of the THOR analysis.  
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Acronyms 

Acronyms used in this document and needing a definition are included in the following table. 

Table 1: Acronyms 

Acronym Definition 

CSC Current Situation Capabilities 

DoA Description of Action 

DSC Desired Situation Capabilities 

EASO  European Asylum Support Office 

EO Earth Observation 

ESM Electronic Support Measures 

EU European Union 

EU MS European's Union Member States 

FRONTEX  Frontières extérieures (European Border and Coast Guard Agency) 

GDPR   General Data Protection Regulation 

HUMINT  Human Intelligence 

IMINT  Image Intelligence 

JRC  Joint Research Centre 

LTA  Lighter than Air 

M&BS Mediterranean and Black Sea 

MEDEA 
Mediterranean practitioners’ network & capacity building for effective 
response to emerging security challenges 

MSRIA  Mediterranean Security Research & Innovation Agenda  

OSINT  Open Source Intelligence 

PPP Public Private Partnerships 

RDI Research Development and Innovation 

SAR  Search and Rescue 
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SIGINT  Signal Intelligence 

TCP  Thematic Communit(y/ies) of practitioners  

THOR  Technologies, Human factors, Organisational 

TO Technology Observatory 

TRL Technology Readiness Level 

UCS Use Case Scenario 
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Definitions 

Concepts and terms used in this document and needing a definition are included in the 
following table (Table 2). 

Table 2: Definitions 

Concept / Term Definition 

Capability 
The ability to perform the activities to fulfil the tasks required to 
execute a specified course of action. 

Capability gap 

The inability to execute a specified course of action. The gap may be 
the result of no existing capability, lack of proficiency or sufficiency 
in an existing capability solution, or the need to replace an existing 
capability solution to prevent a future gap. (Source: 
https://definedterm.com/capability_gap) 

Capability Development 
Plan (CDP) 

The Capability Development Plan (CDP) provides a full capability 
picture that supports decision-making processes at EU and national 
levels regarding practitioner’s capability development, thus 
contributing to increased coherence between Member States’ 
planning. It addresses security challenges from the perspective of 
European capability development, looks at the future operational 
environment and defines EU Capability Development Priorities 
agreed by Member States. 

Industry and solution 
provider push factors 

Or technology-push factors 

When innovation (and solutions) is pushed from the supply side to 
a practitioners’ organisation. Industry and academia are utilising 
their own capacity to develop and implement solutions which are 
then offered to practitioners as means to improve their operational 
efficiency. 

Practitioners’ networks 
pull factors 

Or demand-pull factors.  

When innovation (or request for solutions) is pulled from the 
practitioners’ side. Practitioners are either requiring new and better 
or less expensive solutions and services or they are enforcing their 
demand doe new or enhanced capability to industry. 

Standardisation 

The process by which a network of practitioners achieves the closest 
practicable cooperation among its members for the most efficient 
use of research, development and production resources, and agrees 
to adopt on the broadest possible basis that use of: a. common or 
compatible operational, administrative and logistics procedure; b. 
common or compatible technical procedures and criteria; c. 
common, compatible or interchangeable supplies, components, 
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solutions, or equipment; and d. common or compatible operational 
doctrine with corresponding organisational compatibility 

Use case  
A use case (is typically a subset of scenario) and represents the 
actions that are required to achieve a specific goal and has multiple 
“paths” that can be taken by any user at any one time 

Use case scenario A use case scenario is a single path through the use case. 

Scenario A postulated sequence or development of events 
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1 Introduction 

The THOR analysis along the four key dimensions related to Technologies, Human factors, 
Organisational factors, and Regulations is a crucial stage of the scenario building process in 
MEDEA. It receives the ‘raw’ material from the scenario-building activities of the four TCPs 
(tasks 2.1, 3.1, 4.1, and 4.1 respectively) and elaborates the challenges associated with 
mitigation, prevention or preparedness for the prioritized threats. This result, in turn, leads to 
the formulated of capability gaps and of To-Dos for the further involvement of R&D 
stakeholders. 

After the strategic decision was taken by the MEDEA consortium to 1) kick-off all four scenario-
building processes in the TCPs at the same time and earlier than foreseen on the DoA, and 2) 
accelerate and compress the life-cycle of the scenario process from originally 27 months to an 
ideally less-than-12 months cycle, a trial-and-error phase has begun in January 2019 
simultaneously in all TCPs. Although this process is still ongoing, the first aggregated 
experience was both necessary and useful in drafting the main lines of a THOR-application 
methodology. The latter has been -for good reasons- underspecified in the DoA, since it needs 
to be tailor-made to the requirements, but also resource constraints of the performing 
partners, in their majority practitioners. 

This document aims at providing key guidelines for applying in practice the THOR 
(Technological Human Organisational Regulatory aspects) template. Following the scenario-
building exercises by the four Thematic Communities of Practitioners (TCPs) in the first months 
of MEDEA, this report presents an adjusted and integrated ‘value-chain’ of the MEDEA 
scenario-building process. This entails analysing the TCPs threat scenarios in order to facilitate 
and support the THOR analysis, engaging external practitioners, besides those within the 
MEDEA consortium, and last but not least, the pathway that leads from the THOR analysis 
towards a grounded prioritization of operational and functional requirements / capability gaps 
for the Mediterranean Security Research and Innovation Agenda (MSRIA). 

These guidelines are the result of the still ongoing trial-and-error accelerated round of 
scenario-drafting in the four MEDEA TCPs. The THOR analysis presented here, along with the 
implementation steps, need to be adaptable to each scenario, so not all capability related 
attributes will necessarily apply, or have the same weight, or show the same urgency for 
action. It will be, instead, up to the respective TCPs during the scenario-building, analysis and 
prioritisation sessions to prioritize and flag issues for further elaboration in the Mediterranean 
Security Research and Innovation Agenda. Last but not least, this methodology serves the 
parallel purpose of engaging and expanding the MEDEA communities of practitioners in all four 
TCPs by inviting additional external organisations, individual experts from Mediterranean and 
Black Sea authorities, as well as representatives from other ongoing Horizon 2020 security 
practitioners networks to join the MEDEA scenario-analysis processes. 

The present report will inform the activities of tasks 2.2, 3.2, 4.2, and 5.2 that are set to deliver 
the elaborations and analyses of scenarios in the four TCPs respectively along the THOR 
categories. Vice versa, the results of the THOR analyses will serve as basis for the formulation 
of capability gaps and R&D recommendations, to be accommodated under the task 6.4, the 
annual editions of the Mediterranean Security Research & Innovation Agenda (MSRIA). In this 
context, the Technology Observatory (task 6.6) will play a crucial role in advancing existing 
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taxonomies to fit requirements for technologies, systems and components needed in the 
technological dimension of the THOR analysis.   

It is structured in the following sections: In section 4 the THOR dimensions and attributes for 
exploring capability gaps, along the compressed cycle are described; section 5 presents the 
recommendations for conducting the Face-to-face practitioners engagement workshops and 
their adaptation for the MEDEA activities. Section 6 explains How the THOR analyses should 
serve the annual MSRIAs. Lastly section 7 lists the Conclusions while section 8 (Annex) presents 
an ΑΝΝΕΧ 1: End to End Example of the Document on application of MEDEA scenario driven 
methodology v1. 
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2 The MEDEA scenario-building process 

MEDEA uses a bottom up approach to highlight the need of capabilities from the practitioners’ 
point of view. Practitioners and security stakeholders from the Mediterranean and Black Sea 
countries and other stakeholders who are active in the M&BS region will provide their security 
insights. Operational capability needs will be defined at the lower levels of security 
organisations before they funnelled up through consecutive levels until they reach the top 
management of their organisations. The capability needs captured at the bottom of the 
operational base, as well as, the organisational needs expressed by their senior management 
will be communicated to research, academia, and security solution providers.  

To achieve these objectives, MEDEA practitioners will use security scenarios as a starting point 
to outline their operational challenges. Since practitioners are well aware of the use of 
scenarios in table top exercises and simulations, the scenarios will facilitate a capability gap 
analysis to define existing and prioritise desired capabilities. As such the scenarios will be the 
instrument to facilitate an operational demand-pull approach from practitioners -for each TCP- 
instead of a technology-push approach driven by solution providers. Therefore, the MEDEA 
practitioners’ network, during the project duration will embrace the scenario driven approach 
for promoting their identified capabilities and objectives. 

The scenario is a pre-planned (structured) storyline describing the development of current and 
emerging threats, in which the scenario stakeholders will be asked to outline and then develop 
their response actions. These security narratives will use a number of (semi-) structured 
scenario templates. The scenario templates initially are structured around the distinct phases 
of a disaster management cycle: Prevention, Preparedness and Early Warning, Emergency 
Response, Plans and Actions to Recover, and more important Lessons learnt for the involved 
organisations and actors.  

The scenario templates will be used for one more reason: to facilitate and ensure a 
homogeneity of inputs from all contributors. The scenario templates ask for information like 
the theme related to a security challenge (e.g. border management challenges alongside 
fenced borders). The template has inputs for risk and likelihood rating and fields to name the 
stakeholders involved. The practitioners will populate all the above using their operational 
experience, so consequently there are fields to provide references to past cases. 

Entries related to context, trigger, incident(s) / event(s), impact and response are present in 
the scenario specific information section. A realistic and challenging scenario will be starting 
point for each TCP interactions. The first set of scenarios that will be developed will be based 
on recent challenges encountered by practitioners in the M&BS region. They will assist MEDEA 
partners to identify and highlight existing capability gaps which will then be analysed to form 
a series of recommendations for security solution providers. These scenarios will be used for 
the short-term Horizon (0 to 3 years). 

A subsequent phase will utilise scenarios (again developed by practitioners) that will be 
developed to account for future evolution of the foreseen threats and likelihood responses 
using a visionary approach from all involved security stakeholders. These scenarios will be used 
for the mid-term Horizon (3 to 10 years) and will detail the worst-case scenarios that might be 
occur in the coming years. The scenarios should have a structure, that will assist the 
practitioners to share their expertise’s in issues like interoperability, standardisation, 



 

D6.1 

Document on application of MEDEA scenario driven methodology 
v1 

 

Grant Agreement: 787111 Public Page 15 of 49 
© Copyright by the MEDEA consortium, 2018-2023. 

 

certification, validation, communication with the public, education & training, exchange of 
best practices, consultations on privacy issues and other factors that cut across public and 
private spheres and provide synergies between civil security and defence research fields and 
also make extensive use of the role of the space provided information. 

2.1 Scenario cycle and timeline  

Following the completion of scenarios, community interactions amongst security practitioners 
and stakeholders will take place. The exchange of scenarios using the MEDEA collaboration 
platform will further promote interactive discussions, comments, request for clarifications, 
responses and requests to elaborate the submitted inputs. The community interactions in 
regular TCP calls, or within the collaboration platform, or during TCP meetings (physical or 
virtual) will result more representative scenarios that will be subject of a subsequent thorough 
analysis in a practitioner’s workshop. The compressed scenario process and its ‘value chain’ 
stages are visualized in Figure 1 below: 

 

 

Figure 1: Timeline of Scenario development, evaluation, selection and THOR Analysis 

As soon as a number of scenarios will be developed and circulated as documents among 
MEDEA members or entered into the collaboration platform, all practitioners will be asked to 
comment on the submitted scenarios. The security practitioners may ask the scenario creators 
clarifications, proposed modifications, create variations, etc. This (currently) is taking place 
during the scheduled TCP calls (virtual meetings) where the selected scenarios are introduced 
to TCPs, however other alternatives to increase interactions will be considered. Thus, a 
community of practitioners will comment, possible adapt and for certain, will evaluate the 
submitted scenarios in terms of relevance1 with their present operational challenges (Figure 
1).  

 
 

1 DoA p.145:344 
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At a later stage, the practitioners may co-define an operational scene which will host a number 
of different scenario use cases2. By doing this, a number of different and divert scenarios will 
use a common theatre of security operations, to project various threats studied and analysed 
during the abovementioned scenario interactions.  

 Practitioners will provide feedback in the realism of the scenarios rather than adding 
possible hazards to increase complexity, thus leading to unrealistic situations.  

At this point forward physical interactions, preferable in TCP workshops should take place. A 
preferred audience for the workshop apart of the MEDEA members and invited subject matter 
security experts, will be members (practitioners) from another practitioners’ network and / or 
members from another EU funded project with profound interest in the workshop’s objectives. 

From the developed scenarios the most comprehensive and complementary ones will be 
selected to be used in the practitioner’s capability analysis workshop. The scenario templates 
have a section where the maximum impact can be defined for the societal, economic, 
reputation or environment aspect. However, the use of taxonomies for the scenario scene and 
the categorisation of threats might be more suitable for the initial scenarios as might ensure a 
more comprehensive examination of practitioner needs. It is up to the practitioner 
communities to select either a maximum impact criterion or another approach. An alternative 
method for scenario selection will be performed based on the magnitude of practitioner’s 
interactions with each one. Scenarios that will be discussed more in the thematic communities 
should be selected and further processed for the workshop needs. Alternative, scenarios from 
similar EU funded projects can be utilised, further developed and possibly adapted to match 
the M&BS security peculiarities. 

The outcomes of the analysis should be capability gap findings of existing systems and 
procedures, future evolution and desired capabilities of operational and organisational 
elements. Specific emphasis will be placed on the interoperability of information systems and 
the use of existing and planned databases of the EU, compliance with legal provisions, and 
behavioural and ethical aspects. The output of the scenarios analysis will also include 
practitioners related “user requirements” in details that will be conveyed to the academia and 
industry.  

In the course of the project, the MEDEA network members and other practitioners will engage 
into a scenario-based assessment of present (0 to 3 years) and emerging (3 to 10 years) threats 
with the objective of being prepared to early anticipate them and being better prepared to 
effectively respond, with the introduction of new and innovative concepts and capabilities 
and/or interfaces to existing capabilities. When the present and the emerging practitioners’ 
capabilities will be finalised and documented, MEDEA members will engage in fruitful 
discussions with industry, academia and research communities to share their findings, discuss 
the practitioners needs and jointly co-define future operational needs that will be of interest 
to practitioners for a time horizon beyond 10 years. 

 
 

2 A use case represents the actions that are required to achieve a specific goal and has multiple “paths” that can 
be taken by any user at any one time. A use case scenario is a single path through the use case. 
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3 The application of the THOR analysis methodology 

3.1 Motivation and rationale behind the selection of the methodology 

The THOR approach had been originally introduced by the FP7 CAMINO project 3. The CAMINO 
project focused on cyber security and introduced four dimensions which can be combined to 
efficiently enhance resilience against cybercrime. THOR’s four dimensions include Technical 
and Human issues inter-related with Organisational and Regulatory aspects. In more detail: 

The Technical dimension was about studying novel technology which can provide tools to 
optimize the results at the fight against cybercrime, along with testing frameworks to increase 
the preparedness level. 

The Human dimension relates to human behaviour, and privacy issues by raising the awareness 
levels and by increasing the knowledge about cybercrime threats. 

The Organizational dimension is closely related to processes and procedures within an 
organization, along with the rules for cooperation between organizations. Especially, the 
promotion of European Union’s (EU) institutional support is suggested by creating an expert 
committee or an information platform that can be used to promote institutional changes, on 
the European level, and share problems and ideas of how to deal with them. 

Finally, the Regulatory dimension is related with the standardization and provisioning of laws, 
especially in cases where, for example, data that can be described as Fundamental Rights must 
be exchanged but still be respected. 

3.2 Adaptation of the THOR methodology for the purposes of MEDEA 

Following the work performed and the results achieved in recent EU funded projects 
(INSPEC2T4 and TRILLION5), the adaptation of the THOR methodology will introduce a number 
of benefits to MEDEA project. The scope of the methodology can be expanded from 
Cybercrime to generic crime (including various illegal activities and actions related to fight 
against organised crime and terrorism, as well as to Disaster-Resilient actions). As such: 

The Technology dimension will examine a variety of developed and developing solutions and 
will study their capacity to address current capability gaps. The MEDEA practitioner’s network 
aim to short list and prioritise the (1) technical capabilities currently needed and (2) will be 
required in the short, mid and long term by security practitioners. 

The Human dimension can be utilised to analyse the practitioner’s capabilities (both current 
and desired), in regards of new skills and training requirements needed to suppress new and 
emerging threats.  

The Organisational dimensions will study the re-organisation needed to respond to emerging 
and future threats. Further to an organisation’s transformation, there is also need for a 

 
 

3 http://www.fp7-camino.eu/  
4 http://inspec2t-project.eu/ 
5 https://trillion-project.eng.it/#/ 

http://www.fp7-camino.eu/
http://inspec2t-project.eu/
https://trillion-project.eng.it/#/
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collaboration culture, standardisation of procedures between deferent practitioners’ entities in 
national level and across neighbouring EU MS. 

Lastly the Regulatory dimension will seek to identify gaps in legislative, policy and legal 
frameworks in the light of the new security era challenges. Besides, there is in many cases a 
need for common policies and adoption of unified regulations across all EU MS. 

The use of THOR methodology (as presented above) will be adopted for the needs of MEDEA 
project and the MSRIA scope in order to formulate a “footprint” of needed practitioners’ 
capabilities (S. the THOR Attributes database and prioritisation below). The THOR 
methodology will utilise a number of scenarios that will be developed by practitioners using a 
structured template. The community of practitioners will co-create a set of scenarios for short 
term (threats currently experienced and will most likely occur in the next three years) and mid-
term threats (most likely will occur within the decade).  

For the short-term scenarios, the practitioners will use their operational experience to outline 
and describe current and possible threats that might materialise within three years form the 
present time. 

For the mid-term scenarios, the practitioners will use both their operational experience and 
their tacit knowledge to describe a situation that might evolve in the near future. In many 
practitioners’ organisations, at the strategic level, they use rolling forecasts to plan and 
prepare against future threats which are likely to occur within 10 years from now. As such, 
they test new technologies, the launch RFIs, they adapt their organisational structure and seek 
to acquire and integrate new capabilities. The practitioners will outline the worst-case 
situation that might evolve in the next 3 to 10 years based on their organisation’s preparation 
plans and security concerns. E.g. there are a few millions of displaced people because of war 
conflicts, who are currently being temporarily accommodated in EU neighbouring countries. If 
certain conditions occur, EU might need to cope with an unprecedented migration flow. 

The scenario development process (1) scenario definition; (2) scenario evaluation; (3) scenario 
prioritisation and selection and (4) THOR Analysis can be seen in Figure 1. (THOR analysis is 
reduced from 4M to 3M) (Refer to Figure 1 illustration). Each TCP should, nevertheless, adjust 
the cycle to the timelines and important events of their respective peer community, 
particularly when it comes to co-organising joint workshops during big conferences /events. 
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4 THOR dimensions and attributes for exploring capability gaps 

4.1 THOR dimensions 

The capability gap findings which will result from the practitioner interactions should be 
analysed for every one of the THOR dimensions. There will be instances where capability gaps 
might have more than one dimensional component and lack of others. E.g. a capability gap 
might be attributed to two technological and a regulatory dimension. E.g. ESM (electronic 
support measures) sensors might need to become more stable (technology maturity) and 
might necessitate interworking with legacy command and control solutions (open 
/standardised interfaces).  Their usage for example is not regulated despite their proven 
operational advantage they offer to practitioners. These dimensions are by and large cross-
cutting in the four MEDEA TCPs: TCP1: Management of migration flows and Asylum seekers, 
TCP2: Border management and surveillance;  TCP3: Cross border organized crime and 
terrorism; and TCP4: Natural hazards and technological accidents. 

4.1.1 Technological:  

Each one of the capability gap findings should be analysed for 

a) maturity of the technology (TRL, stability in operation), the level of Innovation, 
etc.;  

b) user friendliness (intuitive user interface controls to offer a fast learning curve 
to practitioners, ability to be included in daily operation;  

c) Open Architecture, use of Open Standards and possible a certification to ensure 
expandability; 

d) Backwards compatibility with legacy systems;  

e) cost effectiveness including budget to acquire, install and operate a 
technological solution, including provisions for maintenance and support 

4.1.2 Human:  

For improving society’s defences against present emerging and foresight threats, the MEDEA 
security practitioners should analyse each of the capability gap findings against:  

a) needs for specific education and training programs as a follow up of the gap 
analysis and technological competences identified in T dimension described above;  

b) skills that facilitate collaboration across multidisciplinary teams from the same 
or different countries; 

c) other “soft skills” which includes communication (verbal and written), 
terminology used, teamwork, leadership, problem solving, skills required to promote 
an organisational culture of collaborations, etc.; 

d) definition and use of a common terminology between practitioners across 
different disciplines and countries. 
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4.1.3 Organisational:  

The identified capability gaps should be also examined for the following factors: 

a) the need of a common and unified institutional support that will advance and 
facilitate organisational changes in practitioners’ organisations;  

b) will to introduce and promote the element of “cross-border” dimension 
regarding modern threats when it comes to collaboration, exchange of information, 
reallocation of resources across EU MS, etc.; 

c) Foster and a promote a collaboration culture between practitioners’ entities 
from different disciplines, across different countries.  

4.1.4 Regulatory:  

In order to respond to incidents that spans across multiple disciplines and situated across 
borders the identified capability gaps should  

a) consider regulatory differences between different EU MS, different 
organisations; 

b) Propose regulatory, legislative amendments to foster resolutions of the 
identified capability gaps; 

c) Address possible ethical issues that the desired capabilities might introduce, etc. 

Specific provisions should be made within the analysis of each dimension to address the 
important topic of data and information exchange between practitioner’s and how these 
needs will change under emerging security scenarios and what needs to be done in order to 
respond to these challenges. 

The above list for the THOR attributes should not be considered as final. Throughout a number 
of workshops, the list will most likely be enriched and become more representative. 

4.2 The THOR attributes taxonomy 

The following sections represents the current attribute taxonomy used my MEDEA members. 
It reflects the evolution of the primary results recorded in the “Cooperative Scenario building 
process & THOR Analysis” workshop held on 7 December 2018 in Brussels, during the 
consortium meeting. Each attribute represents one “challenge” for consideration. As of now, 
the MEDEA consortium has identified 71 THOR-related attributes that need to be considered 
when formulating requirements and capability gaps. Two aspects are thereby important: 

Firstly, each of the attributes defined in the tables below need to be specified and formulated 
in a TCP-specific way during the scenario-building process. For each of the scenarios, the 
scenario author and the contributors with the TCP leader may concretize the attribute under 
examination. 

Secondly, not all attributes may have a role within a given scenario. The following taxonomy 
for the THOR attributes should not be considered as final. Throughout a number of workshops, 
the list will most likely be enriched and become more representative for the requirements of 
each of the TCP fields of application. 
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4.2.1 Interoperability attributes 

The table below (Table 3) shows identified interoperability attributes and their relations to 
each one of the THOR dimensions. 

4.2.2 Dual Use and Misuse 

The table below (Table 4 ) shows identified attributes related to Dual use and Misuse and their 
relations to each one of the THOR dimensions. 

Table 3: Interoperability attributes 

Attribute Technological Human Organisational Regulatory 

Interoperability 

Backwards 
compatibility 
between new 
systems/solution
s with legacy 
systems installed. 

Need for unified 
terminology, 
symbology and 
definitions (e.g. a 
practitioners’ 
dictionary or 
common 
standards) 

Different 
Procedures 
between single-
discipline 
organisations 
between EU MS 
and third 
countries 

Legislative 
alignment (e.g. 
alignment with 
GDPR). EU 
directives and 
recommendation
s are enforced 
different across 
EU MS. 

Software 
interface APIs 

Open 
architecture 
across different 
solution 
subsystems 

Linguistics 
(language 
barrier) between 
practitioners 
from different EU 
MS 

Procedures to 
enable 
practitioners 
from multi 
discipline 
organisations to 
co-operate inside 
an EU MS, 
different EU MS 
and between EU 
MS and third 
countries 

Need to 
harmonise the 
legal framework 
to foster a 
security culture 
across EU MS. 

 

Table 4: Dual use and Misuse attributes 

Attribute Technological Human Organisational Regulatory 

Capabilities should be examined for potential Dual use or misuse as per 
MEDEA in all THOR dimensions 

 Note: Ensure adherence with submitted deliverables: D9.4: DU - 
Requirement No. 8; and D9.5: M - Requirement No. 9 
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4.2.3 Attributes related to TCP1 activities 

The table below (Table 5) shows identified attributes related to Dual use and Misuse and their 
relations to each one of the THOR dimensions. 

 
 

6 In Article 2 of Council Regulation (EC) No 428/2009 ‘dual-use items’ are defined as items, including software 
and technology, which can be used for both civil and military purposes 
7 “Misuse of research” is to be understood as “research that could be misused for unethical purposes” 

Dual use6 and 
misuse7 

  Explore the 
potential of 
capabilities 
sharing between 
military and 
civilian oriented 
practitioners. E.g. 
SAR operations 

Verify/confirm if 
all desired 
capabilities are 
adequately 
regulated with 
the existing 
legislative 
framework.  

 

Table 5: Attributes related to migration and asylum seeking 

Attribute Technological Human Organisational Regulatory 

Migration and 
asylum seeking 

Intelligence 
sharing and 
interconnection 
of information 
repositories 
across EU MS 

New capabilities 
requirements 
(and training) for 
practitioners 

Impact of 
migration is 
beyond a 
practitioner’s 
organisation.  

Common EU 
policy for 
migration 

Use of EO (Earth 
Observation 
capabilities) and 
explore space 
capabilities in 
general 

Social economic 
impact from 
migration flow at 
local, national 
and regional level 

Knowledge 
management 
inside 
organisations. 

Possible data 
protection 
barriers at 
national/EU 
level. 

 Ability to 
relocate 
practitioners 
inside a country 
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4.2.4 Attributes related to TCP2 activities 

Table 6 shows identified attributes related to Dual use and Misuse and their relations to each 
one of the THOR dimensions. 

4.2.5 Attributes related to TCP3 activities 

Table 7 summarises identified attributes related to Fight against cross border crime and 
terrorism activities and their relations to the Technical, Human and Regulatory dimensions. 

Table 6: Attributes related to Early Warning and Situational Awareness mechanisms 

Attribute Technological Human Organisational Regulatory 

Early Warning 
and Situational 
Awareness 
mechanisms 

Intelligence 
sharing across EU 
MS 

Co-operation 
culture among 
EU MS 
participants (and 
organisations) 

Common 
operational 
across EU MS 
and EU MS with 
third countries 

New 
Technologies are 
not sufficient 
regulated or are 
unregulated 

New solutions in 
terms of TRL 
(robustness, 
maturity) 

 Need from pre-
frontier 
intelligence 
picture from 
various 
stakeholders, this 
resource sharing 

Limitation to 
deployed certain 
technologies 
near the EU and 
third countries 
(e.g. LTA 
mounted 
sensors, use of 
aerial means)  

  Organisational 
ability to adapt 
to security 
threats. Relocate 
practitioners, 
adapt to new 
technological 
needs… 

Handling of 
classified 
information 
(barriers during 
crisis, or cross 
border incidents, 
etc.) 

 

Table 7: Attributes related to Cross border crime and terrorism 

Attribute Technological Human Organisational Regulatory 

Fight against 
cross border 

Interconnection 
of information 

Explore HUMINT  Return of foreign 
fighters 
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4.2.6 Attributes related to TCP4 activities 

Table 8 summarises identified attributes related to natural hazards and technological accidents 
and their relations to the Technical, Human and Organisational dimensions. 

 

 There are similarities in TCP1, TCP2, TCP3, and TCP4 THOR attributes 

 

crime and 
terrorism 

systems across 
EU MS 

Employ advanced 
analytics to all 
forms of 
intelligence 
especially SIGINT, 
IMINT, OSINT 

Training on the 
capabilities of 
SIGINT, IMINT, 
OSINT to 
understand what 
they can deliver 

 Common 
approach for 
cross border 
crime 

 

Table 8: Attributes related to Natural Hazards and Technological Accidents 

Attribute Technological Human Organisational Regulatory 

Natural Hazards 
and 
Technological 
Accidents 

Functionalities 
related to 
Natural Hazards 
and 
Technological 
Accidents 

New detection 
capabilities for 
technological 
accidents and 
natural hazards 

Special training is 
required to cope 
with CBRNE 
threats 

 

 

Use of Earth 
Observation 
capabilities for 
mitigation, 
preparation, 
response and 
recovery  

Training on EO 
capabilities 

 

 
Advanced 
prediction 
capabilities 
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4.2.7 Attributes related to soft skills 

Table 9 presents the Trust, Error, Fatigue, Leadership, Ethics and Outreaching attributes and 
their relationship with each one of the THOR dimensions. 

Table 9: Attributes related to Trust, Error, Fatigue, Leadership, Ethics and Legal issues 

Attribute Technological Human Organisational Regulatory 

Trust 

Trust is often 
explored in 
adverse ways to 
cause technology 
damage (e.g. 
Cybersecurity 
operations) 

interpersonal 
among different 
practitioners; 
between 
practitioners 
from cross-
border 
organisations; 
between 
practitioners and 
social 
groups/general 
population 

Trust between 
practitioners 
from different EU 
MS; 

Trust between 
practitioners 
from EU MS and 
third countries 

 

Error 

Technology 
solutions should 
always 
incorporate 
mechanisms to 
minimise the 
effect of 
accidental 
human activities 

 Organisation 
structure to 
respond to 
unintentional 
human error and 
minimise its side 
effects  

Legal liability 
issues for 
practitioners 

Fatigue 

 Add new 
resources? 
Relocate? 
Reassignments 

Hygiene factors 
for practitioners 
(e.g. relocation, 
new 
responsibilities) 

 

Leadership 

  Incentives for 
practitioners 
responding to 
situations 
beyond their 
responsibilities, 
…  
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4.2.8 Attributes relates to certification and standardisation 

The table below (Table 10) shows identified attributes related to Standardisation / Certification 
and their relations to each one of the THOR dimensions. 

Ethics 

 Ethical 
awareness for 
new threats the 
practitioners is 
exposed / will be 
exposed to 

Amend 
Organisational 
Codes of Conduct 

GDPR 
conformance and 
use of Social 
media 

Outreaching 

 Face to face 
communication 
with general 
public 

communication 
with general 
population, 
before, during 
and after crisis 

 

 

Table 10: Attributes related to Standardization and Certification 

Attribute Technological Human Organisational Regulatory 

Standardisation 
Issues  

Technology is the 
security domain 
is not 
standardised like 
military domain 

 Different SOPs 
across 
organisations 
due to different 
capability 
available 

Standardisation 
in security 
domain should 
be regulated 

Fragmentation of 
solutions with 
limited 
ecosystems 
prevents 
interworking 
across different 
solution 
providers 

   

Security 
solutions, devices 
and components 
should opt for 
standard 
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4.2.9 Attributes related to uncertainties  

Table 11 presents attributes related to uncertainties at local, Regional, National and EU level 
and their relationship with the THOR dimensions. 

4.2.10 Attributes related to NGOs and PPP 

Table 12 presents attributes related to uncertainties at local, Regional, National and EU level 
and their relationship with the THOR dimensions. 

interconnection 
protocols 

Certification 

Security 
components and 
subsystems 
should undergo a 
certification to 
ensure 
deployment and 
implementation 
flexibility 

Practitioners 
should be 
certified for 
responding to 
certain threats 
and receive 
regular training 

Certification as a 
culture for 
practitioners 
should be 
endorsed by their 
organisations 

Not up to date 
regulatory 
framework to 
promote 
certification and 
training for 
practitioners 

 

Table 11: Attributes related to uncertainties at local, regional and National levels  

Attribute Technological Human Organisational Regulatory 

Uncertainties 

Foreseen / 
anticipated 
Technology 
developments 
for a) 0-3yrs; b) 
3-10yrs; c) >10 
yrs. 

Population shifts 
(because of 
conflict, climate 
change, etc) 
projected for a) 
0-3yrs; b) 3-
10yrs; c) >10 yrs. 

Organisational 
adaptation for 
incorporating the  
T-dimension 
impact because 
of the social / 
economic impact 
on -dimension 

International, EU, 
National: 
regulatory, 
political and 
legislative 
adaptation as a 
result of T, H, and 
O dimensions. 

 

Table 12: Attributes related to Security stakeholders 

Attribute Technological Human Organisational Regulatory 

NGOs and Public 
Private 
partnerships 

NGOs and private 
stakeholders are 
early technology 
adopters as such 

Pool of skills 
from Public 
Private 
Partnerships can 

Procedures to 
detail 
operational 
boundaries 

Regulatory and 
legislative 
framework to 
certify private 
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The database of the above (THOR attributes) is not yet exhaustive. The selection of attributes 
will enable MEDEA members to perform THOR analysis for the attributes listed above and will 
enable the researchers and the practitioners to co-develop a list of recommendations for the 
Mediterranean Security Research and Innovation agenda. New attributes that will be defined 
from the THOR analysis they should be recorded and should be considered in future analysis 
cycles. 

 

 

 

 

they can share 
lessons learned 
and exchange 
best practices 
with security 
practitioners 

be utilised for 
more 
effectiveness 

between private 
and public 
stakeholders and 
also clear 
definition for 
synergies 

stakeholders at 
regular intervals 
for their 
capabilities 
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5 Face-to-face practitioners engagement workshops 

A series of TCP-specific workshops should support the THOR elaboration and the integration 
of practitioners’ insights, ideally by engaging external experts and/or co-organising them with 
other projects, authorities, or organisations in order to raise awareness and foster ownership 
and commitment. This will complement the remote work done internally in the MEDEA 
consortium, valorise the results of the scenario-building process, and multiply the actors with 
a stake in the process.  Workshop participants may well be  

(a) MEDEA TCP members;  

(b) invited subject matter experts from neighbouring EU MS and third countries;  

(c) members from other practitioners’ networks;  

(d) members from EU funded projects and  

(e) members from European organisations like FRONTEX, JRC, EASO, etc.  

The project members participating in the workshop should ensure that experienced 
practitioners and senior officers from their organisation will attend the workshop. Similarly, 
the workshop organisers, should ensure the invited participants are experienced practitioners. 
The TCP leader and the project coordinator should agree on an additional number of external 
subject matter expert to attend the workshop. 

5.1 Practitioners required capabilities identification steps 

The workshops may roughly follow a logical process of exploration, deliberation, analysis, and 
decision-making, as depicted in Figure 2 below. In more detail: 

 

 

Figure 2: Workshop process flow 
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5.1.1 Step 0 

Prior the start of the workshop all attendants are provided with the information sheet and 
consent form. All participants should sign a consent form before attending the workshop and 
engage in any interaction. 

5.1.2 Step 1 

The aim is to have an audience made from MEDEA members and invited practitioners from 
other practitioner networks, other EU projects and subject matter experts from EU, 
international organisations and nearby countries. The attendants should be divided into 
groups of 6 to 8 practitioners and sited around a table. Each table should include a facilitator 
who knows in advance the use case scenarios and is provided with a set of questions to ask 
after the presentation of the use case scenario movie and its animation.  

5.1.3 Step 2 

Practitioners that will attend the workshop should have an overview of the challenges that will 
be discussed but they should not know the exact context. Following the short movie -or any 
other type of stimuli e.g. a simulation- (duration 2-3 minutes) an animation can be used for 
the practitioners to visualise the challenge that the practitioners will be confronted. The 
facilitator should make a short introduction to the UCS content and ensure all participants are 
aware of the situation they should respond to. The duration of the movie and the animation 
and any possible clarification provided should last approximately 5 minutes 

5.1.4 Step 3 

The facilitator should ask questions and promote interactions among the participants of its 
group. The questions should be defined by the TCP leader and TCP members as soon as the 
use case scenarios are finalised and the relevant short movies for the workshop are produced. 
A good source to define the questions is the Attributes database described in section 4. 

Apart of promoting the exchange of views after the use case scenario presentation, a 
rapporteur should take notes of what is being discussed and asked the participants to agree, 
elaborate, deliberate what is being discussed and recorded by notes. It is important that all 
participants in the group interact with each other.  

5.1.5 Step 4 

Further to the discussion of similar or different approaches the participants outlined as a likely 
response based on their standard operating procedures the facilitator should ask, WHAT 
should be performed differently, WHAT it is required in terms of (a) equipment, (b) means and 
resources, (c) operational practices to respond better, more effectively, etc. to the threat 
introduced by the short video and animation. 

Participants should also identify other stakeholders who are likely to get involved, or it will be 
advantageous (from their own experience) to be involved in the process. HOW their Standard 
Operating Procedures should be adapted to respond to current and emerging threats and 
specify any barriers in the regulatory framework which are affecting their tactical and 
operational approaches. Again, the Attributes database should be consulted as a reference. 
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Also, based on the provided responses the attributes database should be enriched with new 
findings. The participants should interact approximately 15 to 20 minutes. 

5.1.6 Step 5 

Based on the previous described interactions (in step3 and 4) around the table, the facilitator 
should summarise the current capabilities the practitioners are using to respond to the threats 
being described in the use case scenario. Then the desired capabilities (what practitioners wish 
to have) which the participants referenced, are outlined. At the group level, the facilitator 
records all current and desired capabilities discussed. This step should not exceed 5 minutes. 

5.1.7 Step 6 

The previous steps (step 1 to step 5) are repeated for all the use case scenarios. The facilitators 
are keeping notes of all current and desired capabilities mentioned by the participants, while 
they asked the questions associated with each use case. After the final use case is discussed, a 
long break should take place. The facilitators should group together and organise all the 
(existing and desired) capabilities reported by the participants.  

5.1.8 Step 7 

A high-level grouping of capabilities is performed. It is expected that similar capabilities would 
have been described with different wording. As such the facilitators should perform a high-
level matching of current and desired capabilities. The participants from now on should 
operate as one group and should engage with all facilitators. 

5.1.9 Step 8 

After the long break (where the facilitators and rapporteurs exchanged notes), the 
documented capabilities (both current and desired) should be discussed with all the 
participants. The aim is to reach consensus of what is the current status, what is desired be 
participants, if known and available capabilities are missing or not used by their organisations 
and why. The facilitators should note and record the current status and record all the provided 
responses. 

5.1.10 Step 9 

The identified capabilities are then discussed with the practitioners who should indicate which 
capabilities are more important to them and what else might be required for performing their 
duties more effectively.  Based on a prioritisation method, the capabilities which ranked above 
a certain threshold, will then be analysed in THOR dimensions. 

5.1.11 Step 10 

At this point, the main workshop findings are summarised to ensure that what is recorded 
represents the practitioners needs to acquire new capabilities (or phase out existing ones). 
The responses at this stage may vary based on the participants interests. (As an example, 
border guard authorities which operate along forest borders will prioritise the capabilities 
related to the terrain they operate differently than other capabilities which might be related 
to different terrain types e.g. a fence border). It is important that during the workshop the 
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participants should relate the desired capabilities and the identifies capability gaps with the 
THOR dimensions. 

5.2 MEDEA capability gap analysis  

For the workshop needs, the MEDEA project partners will utilise a Capability Gap Discovery 
and Prioritisation Process. The process is based on the use of properly designed use cases 
scenario (UCS). The use case scenarios that were evolved from the TCP(s) interactions will 
introduce a specific context (challenges) to the workshop participants.  

The practitioners should identify 
existing and needed capabilities based 
on the use case scenario challenges 
they will be asked to respond to. The 
workshop’s attendants should be 
divided to small groups and with the 
guidance of a facilitator should (a) 
respond to a set of questions and (b) 
engage to a constructive discussion 
where the needs and wants will be 
discussed with practitioners from other 
organisations.   

Following a number of Capability Gap 
Analysis (CGA) cycles, using different 
use cases scenarios (UCS), the 
facilitators they will merge the outlined 
current and desired capabilities. Then 
the facilitators should ask the workshop 
participants first to confirm the 
recorded current and desired 
capabilities, and later to discuss the 
identified capability gaps. The 
questions the facilitators will use to 
conduct a structured discussion should 
be derived from the Attributes 
Database and should be tailored to the 
use case scenario context being 
analysed in the workshop. (Ref. section 
4) 

To summarise, at the end of the 
workshop, MEDEA members should be 

able to 

i. Register a number of current capabilities which are currently being used by 
practitioners. The capabilities at the end of this phase should be registered for traceability as 
follows: E.g. 2.1.CSC.4 should document the fourth (4) of the current capabilities being 
discussed by TCP2 members, in their first (1) workshop. 

Figure 3: MEDEA Capability Gap 
Discovery and Prioritisation 
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ii. Record a number of desired capabilities which the practitioners would like to have. 
Again, the desired should be uniquely registered. The proposed identification is: 

E.g. 3.1.DSC.7 should be used for the first (1) workshop of TCP3 and should document the 
seventh (7) desired capability. 

iii. Reaffirm and outline a subset of capabilities which from their operational experience 
are or will be required in order to respond better to current the threats identified in the use 
case scenarios and discussed during the workshop. The findings should be registered as  

E.g.: 1.CGF.2 should document the second (2) capability gap finding of TCP1.   

The above is illustrated on the left part of Figure 4 under the “Current Situation Capabilities”, 
“Desired Situation Capabilities” and “Capability Gap Findings” sections.  

Please refer to section 8 - ΑΝΝΕΧ 1: End to End Example where an example of the application 
of this methodology concerning the TCP2 border security context is presented.  

 

Figure 4: Capability Gap Analysis Using THOR 

Following the conclusion of the Capability Gap Findings (CGF) an initial weighing of them is 
preferable prior exercising the 4-Dimensional THOR analysis. This weighting can take place 
using a set of “Functional form” or “Positives” vs. “Dysfunctional Form” or “Negatives”. The 
sorting can take place using Kano Model or a priority matrix. 

The Kano model can be used to analyse the Capability Gap Findings. Adopting the Sugamoto-
Noriaki Kano model, in order to assess practitioner’s satisfaction, the practitioners needs of a 
capability should be analysed as follows. 
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Figure 5: Categories in the Kano model 

The Kano model will result prioritise the CGF as follows: 

Mandatory: are basic criteria of a product; are minimum requirements which are not present 
or does not reach a certain level of performance will cause dissatisfaction among customers. 
On the other hand, if these attributes are present or are insufficient, do not result in 
satisfaction. 

Dimensional: practitioners’ satisfaction is proportional to the level of performance of the 
capabilities. The higher the level, the greater satisfaction. 

Attractions: are those that attract the practitioner. On the one hand, the presence of these 
attributes brings a satisfaction more than proportional; on the other hand, the absence does 
not generate dissatisfaction. Typically, they are not attributes expected or foreseen by 
practitioners. 

Reverse: attributes are those which when present, cause only dissatisfaction. 

Neutral / Indifferent: attributes are those that do not cause satisfaction and even 
dissatisfaction. 

To give an example, for the following Capability Gap Finding: “A 2 km Pre-Frontier Intelligence 
Picture is required” there will be two questions, a functional and a dysfunctional: 

Functionality question: “How would you feel if you have a solution which provides surveillance 
2 km beyond the borders?” 

Dysfunctionality question: “How would you feel if you don’t have any solution to provide 
surveillance 2 km beyond the borders?  

A Q-A session should take place between the facilitators and all the workshop practitioners. 
From the responses provided, the below ratings for all Capability Gap Findings will result. 
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Figure 6: CGF weighting 

 Only CGFs that the practitioners’ value as Mandatory, Dimensional and Attraction will 
eventually undergo the THOR analysis. The Workshop outcomes: capability gap findings (CGF) 
and Initial CGF prioritisation will be used by the MEDEA members to examine the capability 
gap findings for each one of the THOR dimensions:  

Each one of the capability gap findings may have either a single, or multiple, or no impact to 
any of the four THOR Dimensions. The impact in each dimension will be described as an 
attribute which should be linked to each one of the Capability Gap Findings. The Attributes 
should be linked for each TCP and should be examined for their THOR impact. At the end of 
this process there should be at least more than one attribute linked to a capability gap finding.  

   

Figure 7: Attributes resulted to Capability Gap Finding No. 1 after their analysis in all THOR 
dimensions 

After the 4-Dimensional Analysis of Capability Gap Findings and the identification and 
documentation of their attributes, there is a need of quantification. Every attribute in each 
one of the THOR dimensions should be prioritised by the practitioners using a number of 
prioritisation techniques, e.g. either a five level Likert scale or a MoSCoW method (Ref Table 
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13). Each prioritisation technique possesses certain advantages. The preferred method should 
be decided as soon as the CGF attributes are adequately described. 

Because of the particular nature of the Regulatory dimension, there will be attributes that 
might be related to legal, ethical and regulatory issues. It is quite possible that the Likert or 
MoSCoW quantification approach might not be suitable. A YES/NO question can be utilised 
instead. 

5.3 Capability Gap Prioritization 

Consider the analysis of a specific capability gap after is being analysed using the THOR 
methodology. For this capability gap there are identified two technological attributes, one 
Human, one Organisational and one Regulatory attribute. The practitioners using the 
collaboration platform responded to an online survey indicating their preference for the short, 
mid and long-term horizons as captured in Table 14 below. 

 

Table 13: examples of THOR attributes prioritisation techniques  

Likert scale MoSCoW Method 

5 Strongly agree/Very important 4 Must have / Critical requirements 

4 Agree/Important 3 Should have / important requirements 

3 Neither agree nor disagree/Neutral 2 Could Have / Desirable requirements 

2 Disagree/Slightly Important 1 Won’t have / Least priority requirements 

1 Strongly disagree/Not important   

 

Table 14: examples of THOR attributes prioritisation techniques  

Attribute type Short term 0-3 yrs. Mid-term 3-10 yrs. Long term 10+ yrs. 

Technology-1 4,6 4,4 3,4 

Technology-2 3,5 4,8 4,8 

Human 2,1 4,1 3,4 

Organisational 3,6 3,5 4,9 

Regulatory 4,6 4,4 3,4 
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A radar plot can be utilised to highlight the importance of every attribute including information 
for the three Horizon approach8 1) Short-term (0-3 years), 2) mid-term (3-10 years) and 3) long 
term (10+ years). The plot chart uses a 1-5 Likert scale quantification, in order to allow for a 
web visualisation of the gap, as seen in Figure 8 below. 

 

Figure 8: Plot of prioritisation for the 2nd CGF documented by TCP1 members. 

The radar diagram above illustrates the second entry of a capability gap finding originated from 
TCP1 practitioners. It has two technological attributes; the first technology attribute which 
might describe a technical solution, informs the reader that this technology/innovation is 
highly required by TCP1 stakeholders now and most likely its usage will serve practitioners for 
the next 10 years. It is quite possible that after a decade its usage might be outdated or there 
might be a declining demand for using it, however it will offer in many cases a reliable 
capability and a lot of practitioners’ organisation will be using it.    

Apart of the prioritisation performed above, one important aspect to consider is the solution 
delivery aspect. Apart of the identification of Capability Gap Findings, their weighting for 
further analysis using the THOR dimensions which will result in a number of attributes and 
their prioritisation, prior the development of recommendations, the MEDEA partners should 
consider the solution development perspective.  The desired attributes should be thought if 
they are delivered as part of a solution. If the needed capabilities are alike to an offered 
solution, the solution provider should proceed with analysis phase and design prior the 
development and testing of the needed capabilities. If the desired capabilities are outside the 
existing industry portfolios, the entire concept although it will require similar steps (from 
analysis to development and testing) the system development process will take more time. As 

 
 

8 DoA p.146:344 



 

D6.1 

Document on application of MEDEA scenario driven methodology 
v1 

 

Grant Agreement: 787111 Public Page 38 of 49 
© Copyright by the MEDEA consortium, 2018-2023. 

 

such, the time to deliver and acquire solutions to fulfil the identified capability gaps should be 
considered in the MEDEA recommendations. 

Apart of the prioritisation performed above, one important aspect to consider is the solution 
delivery aspect. Apart of the identification of Capability Gap Findings, their weighting for 
further analysis using the THOR dimensions which will result a number of attributes and their 
prioritisation, prior the development of recommendations, the MEDEA partners should 
consider the solution development perspective.   

 

Figure 9: System Development lifecycle  

(source: https://www.smartsheet.com/system-development-life-cycle-guide) 

The desired attributes should be thought if they are delivered as part of a solution. If the 
needed capabilities are alike to an offered solution, the solution provider should proceed with 
analysis phase and design prior the development and testing of the needed capabilities. If the 
desired capabilities are outside the existing industry portfolios, the entire concept although it 
will require similar steps (from analysis to development and testing) the system development 
process will take more time. As such, the time to deliver and acquire solutions to fulfil the 
identified capability gaps should be considered in the MEDEA recommendations. 

5.4 Three horizons for MEDEA threat scenarios 

The scenario analysis cycle will aim to identify the practitioners requested capabilities for all 
four THOR dimensions for three horizons of security threats. The three (time) horizons are: 

a) current/existing (0 to 3 years aka short term);  
b) emerging (3 to 10 years aka mid-term) and  

https://www.smartsheet.com/system-development-life-cycle-guide
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c) future (beyond 10 years aka long term).  
At the end of one scenario cycle analysis (for each TCP), the identification of capability gap and 
their associated attributes will occur. The above process should occur for the first two 
horizons; the short term (0 to 3 years) and the mid-term (3 to 10 years). This is illustrated in 
Figure 10. The above means that there will be one scenario cycle using scenarios for current 
and emerging threats where the selected scenario(s) will undergo the THOR analysis. A second 
scenario cycle where different or modified scenarios for emerging threats will be developed 
and analysed will result the mid-term horizon findings.  

However, for the long-term Horizon (more than 10 years from today) it will be ambitious to 
engage practitioners in a future prediction exercise. The members of the community, upon the 
initial definition and prioritisation of the practitioner’s requirements, they should engage with 
interactions with TCP stakeholders, academia, technology pioneers from the industry, 
strategic planners to hierarchy the practitioner’s needs for the long-term planning. The entire 
process for the three horizons is visualised in Figure 11: 

 

Figure 10: THOR scenario analysis for current and emerging threats 

Based on the TCP activities performed, the interactions between TCP practitioners, the 
maturity and diversity of developed scenarios, the scenarios analysis (for current and emerging 
threats) using the THOR methodology MEDEA members should be able to define initially from 
the Capability Gap analysis a list of user requirements (A). The Practitioners requirements will 
be listed as input to MSRIA. (E). Using a second scenario development and analysis cycle (at 
minimum) (for emerging threats), the TCP members should be able to launch an open call for 
ideas so that they can start interacting with Academia and Industry (B). It is envisaged that 
interaction with academia and industry and a number of scenario analysis cycles will result 
more and better-defined user requirements (A).  

Following the later interaction, possible synergies with other MEDEA TCPs and other 
practitioners’ networks, EU funded projects and EU organisations the TCP members can select 
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from available solutions (C) the ones of their interest and proceed with their validation (D). 
Steps (B) to (D) should be documented in the Final MSRIA version. 

As previously described, at the end of the horizon scenario analysis cycles and the interaction 
with industry and academia the following will be defined, performed and documented:  

A. Capability Gap Analysis / User requirements 
B. Interaction with Academia and Industry (Open call for ideas, RDI days, etc.…) 
C. Solution selection 
D. Proof of concept /demonstrations 
E. Entries in MSRIA 

 

Figure 11: Planned MEDEA interactions for the three Horizons 

To summarise, the MSRIA will detail what it is required to address the identified capability gaps 
and will clarify them using a three-horizon approach. 

1) Desired Capabilities are linked to current/existing threats that will most likely 
encountered in the next three years (short term); 

2) Foreseen Capabilities that will be needed to address emerging threats in the next 
3 to 10 years. Practitioners will utilise their operational experience to outline the worst-
case situation that might materialise in the next 3 to 10 years (mid-term);  

3) Expected Capabilities to suppress future threats that might appear beyond the 
10-year horizon (long term). To be successful with the long-term planning, practitioners 
experienced in the operational and strategic planning should interact with the research 
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community and solution providers to identify capabilities that might be required 
beyond a decade from nowadays. 
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6 How the THOR analyses should serve the annual MSRIAs 

The Mediterranean Security Research and Innovation Agenda (MSRIA) will be the end point of 
the whole analysis presented in the previous sections, delivering a novel Mediterranean 
practitioners' mandate regarding security R&D&I priorities, along policy recommendations. lt 
will be provided to the national and European policy makers and funding authorities and will 
be a major MEDEA contribution to the European Security Union policy. As the needs and 
requirements from the practitioners change over time, the development of the MSRIA is an 
open process that will be providing annual editions of the Agenda in the course of the MEDEA 
project. 

The process follows the exploration of Practitioners Needs, then the identification and 
prioritisation of Capability Gaps, and subsequently the register of available technology 
solutions -Technology Observatory-, will formulate the MSRIA recommendations. During this 
process it is needed to know what the industry is working on, so the Technology Observatory 
(TO) is the tool used to provide references about the available solutions and reflect market 
updates. The TO is a database of capabilities and/or interfaces to capabilities from research, 
technology and innovation development process. lt will contain all related information for 
complete technology description regarding security solutions such as manufacturers contact 
details and deployment references, technical specifications, photos and other relevant 
information. The general scheme of the process to obtain the MSRIA can be seen in Figure 12. 

 

Figure 12: Processes leading to MSRIA 

The above should be reflected in the Agenda, so the MSRIA will encompass four sections, one 
for each TCP, comprising following chapters in their structure: 

1. Introduction 
2. Threats, risks and challenges  
3. Capabilities and Gaps 
4. Solutions 
5. Priorities  
6. Conclusions 
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Figure 13: MSRIA General Structure 

Some of the capabilities can be the same in more than one thematic, this should be reflected 
in the Agenda, and to avoid duplicate information a standardization process is needed. In order 
to have a useful common language tool not only for the MEDEA consortium but also for 
interfacing with end users and other projects, leaning to the STACCATO taxonomy can prove 
very useful. The seven-top level/sections of STACCATO taxonomy are: 

• Section I: Technologies and Components 

• Section II: Equipment and Sub Systems 

• Section III A: Systems-Services Functions 

• Section III B: Design-Manufacturing 

• Section IV: Integrated Platforms and Systems and Human Factors 

• Section VA: Missions Capabilities 

• Section VB: Policy and Support 

The need is to have entries which can be used by the representatives of suppliers to indicate 
their capabilities and users to identify their needs. This is illustrated in Figure 14. 

 

Figure 14: STACCATO Taxonomy 
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The consortium objective is to deliver a traceable Agenda so everybody can follow the process 
and know the different relation (Scenario, Technologies etc..), the propose is to give as an 
annex a table where every solution has an entry with the following information. As an example, 
linking the MSRIA planning with the above THOR scenario elaborations, a case from the TCP 2 
Orestiada workshop can be featured in the following box: 

Table 15: MSRIA example 

Solution Description TCP Priority Requested Capability 

New radio 
communicati
on system 
with fault 
tolerance for 
long 
distance 

Development a 
new radio 
communication 
system with fault 
tolerance to use 
in sea and land 
surveillance 
operations. 

TCP2 @ 
Orestiada 
workshop 

Select one from the 
priorities list for this 
thematic (Earth 
Observation, Radio 
spectrum 
management, 
positioning, 
information 
management, 
communication 
system ….) 
Communication 
systems. 

Improve the 
communication 
systems to send 
alerts and ensure the 
correct reception. 

Need Capability Gap Domain Scenario TRL Delivery timeline  

Avoid 
interruption 
of alerts for 
problems in 
the 
communicati
on 

Actual radio 
satellite 
communications 
do not have 
redundancy 
system in every 
place. 

Sea (In land 
operation there 
are more 
options to have 
redundancy in 
the 
communication
s 3G, 4G, wifi, 
radio 
stations…). 

Scenario 
number/code. 

1-3 Mid Term 
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7 Conclusions 

In conclusion, summarizing and connecting the delivery of MSRIA with the whole scenario-
building process, it should be clear that: 

1. The scenarios drafted by practitioners in the respective TCPs ought to be fit-for-
purpose to describe all framework conditions, including operational and strategic 
modalities, and ’rich’ enough in information, in order to allow a proper analysis; 

2. The THOR elaboration should be performed by the widest possible circle of 
practitioners, tapping upon collaborations with other projects, authorities, and 
associations; 

3. The MSRIA as the ultimate recipient of those elaborations ought to formulate 
operational and functional requirements of interest to the R&D community, including 
national and European Security Research funding organisations, as well as to 
decisionmakers from security authorities, but also for policymakers at a higher 
strategic level. 

The THOR-centred methodology of analysis and elaboration is set as a mechanism to process 
the ‘raw’ material delivered by the scenarios and transform them into specific formulations of 
requirements, pointing also to technological, organisational, or regulatory gaps. 
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8 ΑΝΝΕΧ 1: End to End Example 

In the TCP2 workshop the H2020 MEDEA practitioner’s network collaborated with FP7 EWISA 
project and co-organised a practitioner’s workshop on Land Border Security Needs and 
Challenges. 

The workshop took place in Orestiada, Greece, on the 3rd of April 2019. The workshop’s 
objective was to bring together Border Guard Authorities (Romanian Border Police, 

Bulgarian Border Police, Albanian Border Police, Hellenic Police, Finnish Border Guards 

and Spanish Guardia Civil) operating at external EU Land borders. The practitioners who were 
invited, along with FRONTEX officers, elaborated and identified the operational capabilities 
required for more effectively securing and protecting EU borders. 

Twenty-two practitioners participated in the workshop. After being introduced with specific 
scenarios, the participants were actively engaged in thorough discussions around specific 
challenges and the desired capabilities for addressing them. One of the capabilities the 
practitioners discussed during the workshop interactions is for a 2 km detection range beyond 
the border line. The capabilities are attributed to scenario challenges (utilised in the workshop) 
the participants were asked to respond to. Typical challenges are listed below. 

A sort description of the scenario is presented below: 

 Multiple illegal border crossing activities at various 
points of the border occurred. The incidents are 
happening during different hours of day and night. 

Challenge 1: A group of migrant crosses the river and 
then moves using forest reads into country 1. 

Challenge 2: During night hours a group of people 
climbs the border and enter into country 1. 

Challenge 3: Illegal border activity is happening along 
the forest part of the borders. 
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Figure 15: Snapshots from the Workshop’s video (Cf: Step 2) 

Let’s assume this capability is prioritised by TCP2 members and it is identified as a capability 
that will be further analyse by THOR.  

Therefore: 

2.CGF.3: “Need for a 2 km detection range beyond the border line for land borders” is a 
capability gap finding which will be analysed using the THOR methodology. Let’s assume the 
THOR footprint for this capability. 

On the technical level the following can applied in terms of attributes. 

2.CGF.3-T1: 

Technology wise there are solutions available today like cameras and radars that are capable 
to offer the 2 km range. However, the performance of cameras is dependent upon ambient 
light, weather and topology conditions. Likewise, for radars their performance is also affected 
by the weather. Moreover, their use in certain terrain types, like forests, has little to no value 
add for practitioners. 

From the above we can assume that existing technology solutions have performance affected 
by external factors. As such one technology attribute can be recorded as: “Available 
technology solutions should not be affected by external factors like environment, climate, 
etc. thus the capabilities these solutions are providing are dependent upon external factors.” 

2.CGF.3-T2: 

Likewise, there are other solutions (like IMSI catchers) which are less dependent upon external 
factors, however their use is not regulated. Similarly, the use for drones and other aerial means 
near the EU borders is not regulated. As such their integration with existing surveillance means 
is not mature enough.  Therefore, the second technological attribute can be documented 
“Interoperability and interconnectivity for all new technologies with existing deployed 
systems is a prerequisite”. 

The regulatory attribute of the above can be recorded as 2.CGF.3-R1 as “Use of new 
technological capabilities are not engulfed by the current legislative framework” and can be 
extended to a new regulatory attribute 2.CGF.3-R2 “Need for a harmonised regulatory 
framework across all EU MS for the use of modern surveillance technologies”. 

The impact on the above can be analysed in the Human and organizational dimensions and 
recorded as  2.CGF.3-H1 “Continuous training is required to facilitate the inclusion of new 
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technologies” while the organizational attributes can be 2.CGF.3-O1 “Practitioner 
organisations should favor and promote the continuous training and development of 
practitioners” and 2.CGF.3-O2 “Practitioner organisations should ensure they adapt their 
structure and their procedure to support the use of new technology solutions in their 
Standard Operating Procedures”  

If there are no other findings the above can be summarised as THOR attributes for the 2.CGF.3. 

2.CGF.3  

Need for a 2 km detection range beyond the border line for land borders 

2.CGF.3-T1 2.CGF.3-H1 2.CGF.3-O1 2.CGF.3-R1 

Available technology 
solutions should not 
be affected by 
external factors like 
environment, 
climate, etc. thus the 
capabilities these 
solutions are 
providing are 
dependent upon 
external factors. 

Continuous training 
is required to 
facilitate the 
inclusion of new 
technologies 

Practitioner 
organisations should 
favor and promote 
the continuous 
training and 
development of 
practitioners 

Use of new 
technological 
capabilities are not 
engulfed by the 
current legislative 
framework 

2.CGF.3-T2 2.CGF.3-O2 2.CGF.3-R2 

Interoperability and 
interconnectivity for 
all new technologies 
with existing 
deployed systems is 
a prerequisite 

Practitioner 
organisations should 
ensure they adapt 
their structure and 
their procedure to 
support the use of 
new technology 
solutions in their 
Standard Operating 
Procedures 

Need for a 
harmonised 
regulatory 
framework across all 
EU MS for the use of 
modern surveillance 
technologies 

 Table 16: THOR attributes for capability 2.CGF.3. 

The attribute prioritisation should include the Horizon components. As such Table 16 can be 
transformed to Table 17 below. 

2.CGF.3 

Short term 
(0-3yrs.) 

2.CGF.3-T2: Interoperability and interconnectivity for all new 
technologies with existing deployed systems is a prerequisite 
2.CGF.3-O2: Practitioner organisations should ensure they adapt their 
structure and their procedure to support the use of new technology 
solutions in their Standard Operating Procedures 
2.CGF.3-H1: Continuous training is required to facilitate the inclusion of 
new technologies 
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2.CGF.3-R1: Use of new technological capabilities are not engulfed by 
the current legislative framework 
2.CGF.3-O1: Practitioner organisations should favor and promote the 
continuous training and development of practitioners 

Mid term  
(3-10 yrs.) 

2.CGF.3-T1: Available technology solutions should not be affected by 
external factors like environment, climate, etc. thus the capabilities 
these solutions are providing are dependent upon external factors. 

Long term  
(>10 yrs.) 

2.CGF.3-R2: Need for a harmonised regulatory framework across all EU 
MS for the use of modern surveillance technologies 

Table 17: Time reference to include THOR attributes for capability 2.CGF.3. 

The above example should not be considered as a definitive outcome. Its purpose is to assist 
the consortium as an example, indicating the application of the THOR methodology. 

 


